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1
Decision/action requested

This pCR proposes to update solution #11 in TR 33.870.
2
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3
Rationale

This pCR proposes to add an evaluation to the solution details of solution #11. While the solution meets the security requirements for key issue #2 in TR 33.870 [1] in clause 5.2.3, the functional impacts to priority services (MPS) are significant.

The proposed solution initially appears that it can be implemented outside the scope of 3GPP specifications and does not require any changes to 3GPP specifications nor network impact. However, on further study of MPS specifications leads to the view that changes would be required to 3GPP specifications. These would  stem from changes in device behavior as well as attendant changes required to MPS functionality in order to maintain the current level of MPS to MPS users. The following describes 3GPP specifications impacts that have been identified so far.

3.1 Transitioning from non-priority to priority access identity

This scenario is one where a MPS subscribed UE implementing solution #11 attaches to a 5G standalone PLMN and no barring indication is broadcast.  Subsequently due to network overload, a barring indication is broadcast.  In solution #11 it proposes that a dynamic capability to change the RRC cause code resulting from the access identity mapping based on a barring indication being broadcast.  However, in TS 24.501 [2] clause 4.5.2 and 4.5.2A currently specifies only a fixed mapping. A dyhamic conditional mapping allowing the change to occur would need to be added to these clauses.
Additionally, to support this dynamic change from non-priority to priority access at the NAS level would have to address both 5GMM and 5GSM timer management in TS 24.501 [2]. For 5GMM and 5GSM timers, TS 24.501 [2] timers (both 5GMM and 5GSM) have both AMF/SMF and UE exemptions. If not AI 1, timers will be started.   When switching to AI 1 after barring indication broadcast begins, will need to reset all the applicable timers in both the UE and at the AMF/SMF, else NAS will not initiate access. 
Likewise, RRC timers (TS 38.331 [4]) will need to be studied for any barring timer resetting needed when the UE switches from non-priority to priority access identity.
Any interactions between MPS activation by the MPS subscribed user and changing cause codes between non-priority and priority may uncover additional specification changes. 

It is likely that a MPS subscribed UE implementing solution #11 in a 5G PLMN without any of the changes described above at least would not obtain the same level of priority treatment as MPS subscribed UEs without solution #11.  These enhanced UEs may even experience a worse QoS than a non-priority UE during PLMN overload conditions. 

3.2
Localized NF overload not reported via barring indication broadcast

There are overload scenarios where AMFs are in particular overload conditions, which can affect individual UEs access registration, but have not risen to the level that the 5G AN begins to broadcast barring indications such as only some of the AMFs are in overload (NGAP OVERLOAD). Another scenario is where all AMFs supporting a particular slice (NSSAI) are overloaded, but the AMFs overall are not overloaded. From TS 23.501 [3]:

During an overload situation, the AMF should attempt to maintain support for emergency services and for MPS.
However, for MPS subscribed UE’s implementing solution #11, any AMF in an overloaded condition but no barring indication is broadcast may not provide priority treatment to that UE.

Hence there are localized network overload scenarios where a MPS subscribed UE implementing solution #11 would not be provided priority treatment when needed by the MPS user.
4
Detailed proposal

****Start of Change ****
6.11
Solution #11: Protecting the privacy of high priority users
6.11.1
Introduction 

KI#2’s security threat focuses on the ability of a passive attacker to track a (group of) high priority UE(s) as it(they) moves(move) throughout the network. While there are limitations of the attack as already described in time (C-RNTI and TMSI can be re-configured), in scope (with multiple users), and geographically (attacker needs to be able to read the uplinks in all cells), it is also the result of the high priority UEs unnecessarily advertising their presence at every RRC connection. 

While the 5G specification mandates the use of RRC establishment causes “highPriorityAccess”, “mps-PriorityAccess” and “mcs-PriorityAccess”, these establishment causes are mainly used, as their name implies, to prioritize these users compared to other users trying to access the system at the same time, when the network is congested.

However, most networks are not congested most of the time and even when there is congestion it may not be sufficiently severe in every cell that it would require prioritization between users in the whole network.6.11.2
Solution details

Instead of priority users utilizing their configured Access Identity to derive the establishment cause in every RRC Connection Request, it is proposed that the users use their configured Access Identity only when they really need priority access. 

The need for priority access can be determined by the network broadcasting barring information, or when the network simply does not establish a call when Access Identity 0 is used. The UE still follows access barring procedures for its original access identity.
For UEs with access identity 1 or 2 (i.e., RRC establishment cause value "mps-PriorityAccess" or "mcs-PriorityAccess"), the value of the reported RRC establishment cause is determined by the following rules:

-
If the network is not overloaded (i.e. barring control information is not broadcasted), the UE hides its high-priority attribute, and the reported RRC establishment cause is determined according to the access category of the UE. If the UE is rejected after the RRCSetupRequest, the UE reports its high-priority access cause value ("mps-PriorityAccess" and "mcs-PriorityAccess") in the next RRC connection request message.

-
If the network is already overloaded (i.e. barring control information is broadcasted), the high-priority access cause value “mps-PriorityAccess” and “mcs-PriorityAccess” are directly used as in the current mechanism.

For UEs with access identity 11-15 (i.e. RRC establishment cause value "highPriorityAccess"), the reported RRC establishment cause is determined according to the access category of the UE instead of "highPriorityAccess".
To improve the privacy of such users further to the above mechanism, optionally (e.g., based on UE implementation), the UE may request authorization from the end-user (e.g., by displaying a message) before using its configured non-zero access identity. This way, the user is aware of the risk and can decide whether it is acceptable.

6.11.3
Evaluation  
The solution addresses the key issue #2 security requirement in clause 5.2.3. However, the privacy improviements provided by solution #11 are significantly outweighed by the scope of the MPS functional changes which would be needed to support solution #11 and maintain current MPS service levels. 

In order to maintain MPS current level of priority treatment if solution #11 were deployed, functional changes to 3GPP network and device specifications along with attendant implementation changes for both MPS and MCS would be required.

The following specification areas would require changes to support the behaviour of a MPS subscribed UE implementing solution #11:

· Add a dynamic capability to change access identity mapping procedures based on barring indication broadcasts. This implies the potential need to specify RRC to NAS interlayer communication to include the needed information
· Address 5GMM and 5GSM access timer resets when switching between non-priority and priority access identities
· Address barring timer resets when switching from non-priority to priority access identity.

· Address any procedural interaction between access identity switching and MPS activation by the user.

· Specify a solution to continue to provide MPS treatment when localized NF overload occurs and no barring indication is broadcast.


****End of Change****
